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Abstract
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profilesconformancetestingtool. This document also highlighits most relevant functionghis tool has been
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started o™ May 2015 organized andupported by ETSI CTI (Centre for Testing and Interoperability).
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1 Introduction

In arswer to the European Commission Mandate 460 on Electronic Signatures Standardizatiaestgréd and
develomda set of tools for automatically testing conformancdigital signaturesind associated packagegainst the
following technical specifications:

9 EN 319 122 parts 1 and 2: CAdES core specification and baseline profile respectively

9 EN 319 132 parts 1 and 2: XAdES core specification and baseline profile respectively

9 EN 319 142 parts 2, 3, 4, and 7: PAJES basic, BES and EPES, LTV, and baseline profiles respectively
9 EN 319 162 parts 1 and 2: ASIC core specification and baseline pesjectively

This document provides a high level overview of BA@lES baseline signatures and extende®dES signatures
conformanceesting tool in itdinal status, and also highlights its most relevant functi®hss tool has been developed
in Java laguage

The tool is available dtttp://signaturegsonformancechecker.etsi.org/pub/index.shtml

2 References

[1] ETSI EN 319 22 Part 1: "ElectroniSignatures and Infrastructures (ESMSJES digital
signatues; Part 1: building blocks arAJES baseline signatures"

[2] ETSI EN 319 22 Part 2: "Electronic Signates and Infrastructures (ESBAdES digital

signatures; Pa@: Additional PAJES signatureprofiles'
[3] ACAdES basexehdediaAdB&8dsi gnatures Conformance Test
[4] BruceEckeli Thi nking in Patternso

3 PAdES conformance testing tool user guide

3.1 Running the tool

This clauseshows how to use tHeAdES conformance testing toPAJES conformance checker ®AJESCC will
also be used hereinafter)

For running the tool the following command has to be called:

javai jar PAdESConformanceChecket in <inputFile>-outFolder <outputFolderstestSpec
<referencPAdJESSpecification>

Where
<inputFile> contains the pathname of the file containing?heES structure.

<outputFolder> is the pathname of the folder where the results will be tgghdfahe folder does not exist, thaol
will try to generatd.

<referencPAdESSpecification> identifies the ETSI specification against whichPéh@ES structure has to be tested.
At present the tool admits the following values:
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"EN3194201v010100 for testingPAdES signatures againSIAdES baseline signatures as specified within ETSI EN
319 42 Part 1] v1.1.1.

"EN3194202v010100 for testingPAdES signatures againSIAdES additionalsignaturegprofilesasspecified within
ETSI EN 319 #2 Part 2] v1.1.1.

3.2 Results generated

If the tool successfully finalizes its work it generates a framework of folders and html files within the folder whose
pathname has beeagsed in <outputFolder> argument (output folder hereinafter in the present clause).

Figurel shows the contents of the output folder generated bpA&S conformanceesting tool whera PDF file
contans onePAdES signature.

B . S f—
Nombre - Fecha de medificacién Tamafo Clase
:
>
€ index.html 21 jun 2016 15:38 1KE HTML...cument k
& initial-reports-frame.html 21 jun 2016 15:38 873 bytes HTML...cument "
¥ [ PAdES-signature-1 hoy 9:45 == Carpeta
- \
€ all-reports-frame.html 21jun 2016 15:38 1KB HTML...cument ‘
¥ [ docs 21 jun 2016 15:38 == Carpeta
> :
€ ContentDetails.html 21 jun 2016 15:38 4 KB HTML...cument
€ errorsandwarnings.html 21 jun 2016 15:38 4 KB HTML...cument ‘
& fullreport.html 21 jun 2016 15:38 31 KB HTML...cument N
€ mssgimprintsdetails. html 21 jun 2016 15:38 2 KB HTML...cument *'
xmirawoutput.xml 21 jun 2016 15:38 17 KB XML File t
xmirawoutputashtml.xml 21 jun 2016 15:38 17 KB XML File ‘
¥ [ PADESDocTST-1 hoy 9:45 -- Carpeta ;
> i
& all-reports-frame.htm| 21 jun 2016 15:38 1KB HTML...cument
v [ docs 21 jun 2016 15:38 - Carpeta
>
& ContentDetails.html 21 jun 2016 15:38 4 KB HTML...cument [
€ errorsandwarnings.html 21 jun 2016 15:38 2 KB HTML...cument
€ fullreport.html 21 jun 2016 15:38 6 KB HTML...cument
& mssgimprintsdetails.html 21 jun 2016 15:38 2KB HTML...cument
xmirawoutput.xml 21 jun 2016 15:38 3 KB XML File
xmirawoutputashtml.xml 21 jun 2016 15:38 3 KB XML File
¥ [ PAdESDSS-1 hoy 9:45 == Carpeta
>
@ all-reports-frame.html 21 jun 2016 15:38 1KE HTML...cument
v [l docs 21 jun 2016 15:38 --  Carpeta
>
€ ContentDetails.html 21 jun 2016 15:38 5 KB HTML...cument |
& errarsandwarnings.htmil 21 jun 2016 15:38 2KB HTML...cument
& fullreport.html 21 jun 2016 15:38 6 KB HTML...cument
€ mssgimprintsdetails.html 21 jun 2016 15:38 2KB HTML...cument
xmirawoutput.xml 21 jun 2016 15:38 4 KB XML File
xmirawoutputashtml.xmil 21 jun 2016 15:38 4 KB XML File
¥ [ PAdESVRI-1 hoy 9:45 - Carpeta
»
€ all-reports-frame.html 21 jun 2016 15:38 1KBE HTML...cument
v [ docs 21 jun 2016 15:38 -- Carpeta
>
€ ContentDetails.html 21 jun 2016 15:38 5 KB HTML...cument
& errorsandwarnings.html 21jun 2016 15:38 ZKB HTML...cument
€ fullreport.htmi 21 jun 2016 15:38 S KB HTML...cument
& mssgimprintsdetails. html 21 jun 2016 15:38 2KB HTML...cument
xmirawoutput.xml 21 jun 2016 15:38 5 KB XML File
xmirawoutputashtml.xml 21 jun 2016 15:38 5 KB XML File
& presentation-page.html 21 jun 2016 15:38 3 KB HTML...cument
€ signatures-list-frame.htm| 21 jun 2016 15:38 2 KB HTML...cument (

Figure 1: An example of contents of output folder generated by PAJES conformance testing tool

Within the output folder the followinglements willappear:
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1) File "index.html": This is the page thatatuser of the tool needs to open in the web browser for inspecting
the resultsFigure 2 shows an example of the document after being opened with a web brihwkervs an
html page with three frames.

The uppeteft frame(named'XML Input File Overview) contains a list of links to different groups of
reports. Each report group corresponds to orteefmain components incorporated into the PDF file as a
result of the signing ams/or signatureds augment

The central frame, whendhndex.html is openecbntains a presentation of the tool.

The lower left frame (namétBignature Reportsvielw , i ni ti ally contains the
selected this frame will show links to its reports).

jx”“""““:"e?"e"’"’“’ PAdES Conformance Checker for ETSI 319 142 Part 1|
oottt |y 1.1: “PAdES signatures. Building blocks and PAdES |

! Signatures tested 29
baseline signatures”.

PAdES-signature-1 5

PAJESDocTST-1

PAJESDSS-1
PAJESVRI This tool tests conformance of XAdES signatures against ETSI EN 319 142 Part 1 v1.1.1: "PAdES

signatures. Building blocks and PAJES baseline signatures".

This tool has been designed and implemented by Juan Carlos Cruellas (Universidad Politécnica de
Signature Reports view | Catalufia).

This tool has been produced as part of the tasks performed by the ETSI STF-459: "on Rationalised

| When a signature is Framework for electronic signatures standards; Priority Activities relating to Testing Compliance &

| selected this frame will show | Interoperability and Trust Applications Service Provider" (SA/ETSI/ENTR/460/2012-10 - Phase 2c Part B),
links to its reports funded by the European Comission.

STF-459 is part of the work carried out under the Mandate M/460 for defining and implementing a
Rationalised Framework for European Standards of Electronic Signatures.

More details on the team, mission and performed work by the STF-459 may be found at the following URL:

http://portal.etsi.org/STFs/STF _HomePages/STF459/STF459.asp

For any comment and/or suggestion on the tool, please contact Juan Carlos Cruellas at the following email |
address: cruellas@ac.upc.edu. |

e e e e e e i

Figure 2: File "index.html" viewed in a web browser.

2) File "signatureslist-frame.html" : This is the file whose contents appear at'iKiL Input File Overview
frame mentioned abov&his frame includes a list of links to thesuts corresponding to each component
incorporated into the PDF file as a reshigue2of the s
shows: one link to the set of reports corresponding to the sigritstelf PAJESSignaturel), one link to the
set of reports corresponding to the DocumentTimeStamp already present within the PDF file (PAJESDocTST
1), one link to the set of reports corresponding to the DSS dictionary (PAdEED&S] one link to the sef
reports corresponding to the VRI dictionary (PAJESMRI

3) File "presentation-page.html': This is the file whose contents appear at central frame mentioned above.

4)  File "initial -reports-frame.html" : This is the file whose contents appear at'@®ignatue Reports view
frame mentioned abov®/hen one of the links found in tH&XML Input File Overview frame, pointing to the
differentPAdES components selected, then this frame shows a list of links each one pointing to a specific
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report. Each report sha different aspects of the results obtained byPh&ES conformancetesting toolsas
explained belowkFigure3sh ows an exampl e of what is siPAMER by t he
signaturel @s selected in the page showrFigure 2.

et g s g g e et e sy e s e

£ L input e overvew| PAJES Conformance Checker for ETSI 319 142 Part 1
|| Back to Presentation Page

i vl.1.1: “PAdES signatures. Building blocks and PAJES |
sanatures fested baseline signatures”.

| PAdES-signature-1 |
PAJESDocTST-1 |

PAdJESDSS-1 )
PAJESVRI-1 This tool tests conformance of XAdES signatures against ETSI EN 319 142 Part 1 v1.1.1: "PAdES |
signatures. Building blocks and PAdES baseline signatures”.
All Reports This tool has been designed and implemented by Juan Carlos Cruellas (Universidad Politécnica de
Catalufia). |
: XML Raw Output This tool has been produced as part of the tasks performed by the ETSI STF-459: "on Rationalised t
i Errors and Warnings Framework for electronic signatures standards; Priority Activities relating to Testing Compliance &
}, Full Report Interoperability and Trust Applications Service Provider" (SA/ETSI/ENTR/460/2012-10 - Phase 2c Part B),
Content Details funded by the European Comission.

Trace on Message Imprints |
STF-459 is part of the work carried out under the Mandate M/460 for defining and implementing a

Rationalised Framework for European Standards of Electronic Signatures.

More details on the team, mission and performed work by the STF-459 may be found at the following URL: ;

http://portal.etsi.org/STFs/STF _HomePages/STF459/STF459.asp !

For any comment and/or suggestion on the tool, please contact Juan Carlos Cruellas at the following email |
address: cruellas@ac.upc.edu.

Figure 3: View of file "index.htmI" after selectingt h e | i k n-SignatArd-E & the "XML Input File
Overview" frame.

5) Oneor more folders with name" PAJES-signature-"<i> (i has integer values starting in One folder per
eachperSignature  dictionary containing a CMS/CAdES signatuEsach folder will contain the following
elements:

File " all-reports-frame.html" : This page contains liskto the different reports generated by the tool. Its
contents appear within thi&ignature Reports viéWrame once the user selects on of the links in the

"XML Input File Overview frame.More specifically it contains the following link&XML Raw

Output, "Full Report", "Errors and Warnings", "Content Details", and "Trace on Message Imprints".

Each one is pointing to one of the documents that report on different aspects of the checks run. Contents
of folder "docs " below provide detailed information tiede reports.

Folder " docs': This folder contains the reports generated by the todh&8CAdES signature:

File "xmlrawoutputxml": This is the XML file that the default reporter generates

File "xmlrawoutputashtml .xml": This is the former file suitablgnodified for being correctly presented
by most of the web browsers. This is the document presented by the tool when the user s&l@dts the

Raw Outputink in the "Signature Reports view" framgigure4 shows an example of part of its
contents for on€AdES signatureln this figure and in all the subsequent onames of the data
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identifying the generator of the signature or the issuer of a certifieate been occultest changedor
preservinglier anonymiyy whenever it has been required

</CheckSuccess> - - f
— <CAdESSignature index=""> |
— <CheckSuccess check="VerifyCMSOrCAdESWithinPAJES" testedBy="Tool">
The VALIDATION of the SIGNATURE whose certificate has been issued by "C=FR ,O=ETSI,OU=Plugtests_STF-428_2011-2012 CN=LevelBCAOK" to
"C=UK O=Ascertia OU=R&D CN=Ascertia", and whose serial number is 1103322728029764, HAS SUCCEEDED. It
</CheckSuccess>
— <CheckSuccess check="CheckSchemaForChildren" testedBy="Tool">
<br xmlIns="http://www.w3.0rg/1999/xhtm">hildren order and number DO MATCH specification</br> <br xmlns="http://www.w3.org/1999/xhtm">pecification:
contentType content</br> <br xmlns="http://www.w3.org/1999/xhtm">lements found: contentType content</br>
</CheckSuccess>
— <contentType>
<CheckSuccess check="CheckNoChildrenElements" testedBy="Tool"/>
— <CheckSuccess check="CheckIfValueIsEqualTo" testedBy="Tool">
Reference value: 1.2.840.113549.1.7.2 Found value: 1.2.840.113549.1.72

</CheckSuccess> "
<CheckSuccess check="PresentTextual Value" testedBy="Tool">Value found: 1.2.840.113549.1.7 2</CheckSuccess> )
</contentType>
— <content>

— <CheckSuccess check="CheckSchemaForChildren" testedBy="Tool ">
<br xmlns="http:/fwww.w3.org/1999/xhtm">hildren order and number DO MATCH specification</br> <br xmlns="hup:/www.w3.org/1999/xhtm">pecification:
signedData</br> <br xmlns="http://www.w3.org/1999/xhtm">lements found: signedData</br>
</CheckSuccess>
— <signedData> €
— <CheckSuccess check="CheckSchemaForChildren" testedBy="Tool">
<br xmlIns="http://www.w3.org/1999/xhtm">hildren order and number DO MATCH specification</br> <br xmlns="http://www.w3.0rg/1999/xhtm">pecification:
version digestAlgorithms encapContentInfo certificates? erls ? signerInfos</br> <br xmlns="http://www.w3.org/1999/xhtm">lements found: version
digestAlgorithms encapContentInfo certificates signerInfos</br> W
</CheckSuccess>
— <digestAlgorithms>
— <CheckSuccess check="CheckSchemaForChildren" testedBy="Tool"> il
<br xmlns="http://www.w3.0rg/1999/xhtm">hildren order and number DO MATCH specification</br> <br xmlns="http://www.w3.org
11999/xhtm">pecification: digestAlgorithm</br> <br xmlns="http://www.w3.0rg/1999/xhtm">lements found: digestAlgorithm</br>
</CheckSuccess>
— <digestAlgorithm index="1"> !
— <CheckSuccess check="CheckSchemaForChildren" testedBy="Tool"> ¥
<br xmlns="http:/fwww.w3.org/1999/xhtm">hildren order and number DO MATCH specification</br> <br xmlns="http://Wwww.w3.org
/1999/xhtm">pecification: algorithm parameters?</br> <br xmlns="http://www.w3.0rg/1999/xhtm">lements found: algorithm parameters</br>
</CheckSuccess>
— <algorithm>
<CheckSueccess check="CheckNoChildrenElements" testedBy="Tool"/>
</algorithm>
</digestAlgorithm>
</digestAlgorithms>
— <encapContentInfo>
— <CheckSuccess check="CheckSchemaForChildren" testedBy="Tool">
<br xmlns="http://www.w3.0rg/1999/xhtm">hildren order and number DO MATCH specification</br> <br xmlns="http://www.w3.org
11999/xhtm">pecification: eContentType eContent?</br> <br xmlns="http://www.w3.0rg/1999/xhtm">lements found: eContentType</br> |
</CheckSuccess>
</encapContentInfo>
— <certificates>
— <CheckSuccess check="CheckSchemaForChildren" testedBy="Tool"> ]
<br xmlns="http://www.w3.0rg/1999/xhtm">hildren order and number DO MATCH specification</br> <br xmlns="http://www.w3.0rg !
/1999/xhtm">pecification: certificate+</br> <br xmlns="http://www.w3.org/1999/xhtm">lements found: certificate certificate certificate certificate</br>
</CheckSuccess> B
— <certificate index="1">
<CheckSuccess check="CheckIfX509Certificate” testedBy="Tool"/> i
— <Value field="Issuer">
C=FR,0=ETS1,0U=Plugtests_STF-428_2011-2012,CN=LevelBCAOK
m’%>

——

Figure 4: View of file "xmlrawoutputashtml.xml|" corresponding to one CAdES signature.

File " fullreport.html " : This is a document that reports on all the checks performed bgdhe

indicating for each one if it has succeeded, failed or raised a warning; the component of the signature on
which the check has been performed; the actual check performed and additional information whenever
necessary. This is the document presentethdyool when the user selects thall Report"link in the
"Signature Reports viéWrame.Figure5 shows an example of part of the contents of this Sileecess

reports have their first column cells coted in green, failure reports have their first column cells

coloured in red, warning reports have their first column cells coloured in yellow, and run exception
reports have their first column cells coloured in blue. Each report includes an indicatierpoécise
component on which the check has been performed and the code of the check performed. The reports
also provide, whenever is necessary, additional details on the check performed
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Figure 5: View of file "fullreport.html" corresponding to one CAdES signature.

File " errorsandwarnings.html" : This is a document similar to the former one except for the fact that it
only reports the checks that have failed or raised a warning. This is the document presented by the tool
when the user selects thérrors and Warningslink in the"Signature Reports vieWrame.Figure6

shows an example of the contents of this document
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