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Abstract 

This document provides a high level overview of the PAdES baseline signatures and PAdES additional signatures 

profiles conformance-testing tool. This document also highlights its most relevant functions. This tool has been 

deployed at the ETSI Portal on Electronic Signatures, and used by participants in the PAdES remote PlugtestsÊ event 

started on 4th May 2015, organized and supported by ETSI CTI (Centre for Testing and Interoperability).  
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1 Introduction 

In answer to the European Commission Mandate 460 on Electronic Signatures Standardization, ETSI designed and 

developed a set of tools for automatically testing conformance of digital signatures and associated packages against the 

following technical specifications:   

¶ EN 319 122 parts 1 and 2: CAdES core specification and baseline profile respectively 

¶ EN 319 132 parts 1 and 2: XAdES core specification and baseline profile respectively 

¶ EN 319 142 parts 2, 3, 4, and 7: PAdES basic, BES and EPES, LTV, and baseline profiles respectively 

¶ EN 319 162 parts 1 and 2: ASiC core specification and baseline profile respectively 

This document provides a high level overview of the PAdES baseline signatures and extended PAdES signatures 

conformance-testing tool in its final status, and also highlights its most relevant functions. This tool has been developed 

in Java language. 

The tool is available at http://signatures-conformance-checker.etsi.org/pub/index.shtml. 

2  References 

[1] ETSI EN 319 142 Part 1: "Electronic Signatures and Infrastructures (ESI); PAdES digital 

signatures; Part 1: building blocks and PAdES baseline signatures" 

[2] ETSI EN 319 142 Part 2: "Electronic Signatures and Infrastructures (ESI); PAdES digital 

signatures; Part 2: Additional PAdES signatures profiles" 

[3] ñCAdES baseline and extended CAdES signatures Conformance Testing Tools documentationò 

[4] Bruce Eckel: ñThinking in Patternsò 

 

3 PAdES conformance testing tool user guide 

3.1  Running the tool 

This clause shows how to use the PAdES conformance testing tool (PAdES conformance checker or PAdESCC will 

also be used hereinafter). 

For running the tool the following command has to be called: 

 java ïjar PAdESConformanceChecker ïin <inputFile> -outFolder <outputFolder> -testSpec 

<referencePAdESSpecification>  

Where  

<inputFile> contains the pathname of the file containing the PAdES structure. 

<outputFolder> is the pathname of the folder where the results will be generated. If the folder does not exist, the tool 

will  try to generate it. 

<referencePAdESSpecification> identifies the ETSI specification against which the PAdES structure has to be tested. 

At present the tool admits the following values: 

http://signatures-conformance-checker.etsi.org/pub/index.shtml
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"EN31914201v010100" for testing PAdES signatures against PAdES baseline signatures as specified within ETSI EN 

319 142 Part 1 [1] v1.1.1. 

"EN31914202v010100" for testing PAdES signatures against PAdES additional signatures profiles as specified within 

ETSI EN 319 142 Part 2 [2] v1.1.1. 

3.2  Results generated 

If the tool successfully finalizes its work it generates a framework of folders and html files within the folder whose 

pathname has been passed in <outputFolder> argument (output folder hereinafter in the present clause). 

Figure 1 shows the contents of the output folder generated by the PAdES conformance-testing tool when a PDF file 

contains one PAdES signature. 

 

Figure 1: An example of contents of output folder generated by PAdES conformance testing tool 

Within the output folder the following elements will appear: 
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1) File " index.html" : This is the page that the user of the tool needs to open in the web browser for inspecting 

the results. Figure 2 shows an example of the document after being opened with a web browser. It shows an 

html page with three frames.  

 The upper left frame (named "XML Input File Overview") contains a list of links to different groups of 

reports. Each report group corresponds to one of the main components incorporated into the PDF file as a 

result of the signing and/or signatureôs augmentation process.  

 The central frame, when the index.html is opened contains a presentation of the tool. 

 The lower left frame (named "Signature Reports view"), initially contains the text ñWhen a signature is 

selected this frame will show links to its reports). 

 

Figure 2: File "index.html" viewed in a web browser. 

2) File " signatures-list-frame.html" : This is the file whose contents appear at the "XML Input File Overview" 

frame mentioned above. This frame includes a list of links to the results corresponding to each component 

incorporated into the PDF file as a result of the signing and/or signatureôs augmentation process. Figure 2 

shows: one link to the set of reports corresponding to the signature itself (PAdES-Signature-1), one link to the 

set of reports corresponding to the DocumentTimeStamp already present within the PDF file (PAdESDocTST-

1), one link to the set of reports corresponding to the DSS dictionary (PAdESDSS-1), and one link to the set of 

reports corresponding to the VRI dictionary (PAdESVRI-1).  

3) File " presentation-page.html" : This is the file whose contents appear at central frame mentioned above. 

4) File " initial -reports-frame.html" : This is the file whose contents appear at the "Signature Reports view" 

frame mentioned above. When one of the links found in the "XML Input File Overview" frame, pointing to the 

different PAdES components is selected, then this frame shows a list of links each one pointing to a specific 
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report. Each report shows different aspects of the results obtained by the PAdES conformance-testing tools as 

explained below. Figure 3 Shows an example of what is shown by the web browser after the link ñPAdES-

signature-1ò is selected in the page shown in Figure 2. 

 

Figure 3: View of file "index.html" after selecting the likn ñPAdES-Signature-1ò in the "XML Input File 
Overview" frame. 

5) One or more folders with name " PAdES-signature-"< i> (i has integer values starting in 1): One folder per 

each per Signature  dictionary containing a CMS/CAdES signature. Each folder will contain the following 

elements: 

 File " all-reports-frame.html" : This page contains links to the different reports generated by the tool. Its 

contents appear within the "Signature Reports view" frame once the user selects on of the links in the 

"XML Input File Overview" frame. More specifically it contains the following links: "XML Raw 

Output", "Full Report", "Errors and Warnings", "Content Details", and "Trace on Message Imprints". 

Each one is pointing to one of the documents that report on different aspects of the checks run. Contents 

of folder "docs " below provide detailed information on these reports. 

 Folder " docs" : This folder contains the reports generated by the tool for the CAdES signature: 

 File "xmlrawoutput.xml": This is the XML file that the default reporter generates. 

 File "xmlrawoutputashtml .xml": This is the former file suitably modified for being correctly presented 

by most of the web browsers. This is the document presented by the tool when the user selects the "XML 

Raw Output" link in the "Signature Reports view" frame. Figure 4 shows an example of part of its 

contents for one CAdES signature. In this figure and in all the subsequent ones some of the data 
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identifying the generator of the signature or the issuer of a certificate have been occulted or changed for 

preserving their anonymity whenever it has been required. 

 

Figure 4: View of file "xmlrawoutputashtml.xml" corresponding to one CAdES signature. 

 File " fullreport.html " : This is a document that reports on all the checks performed by the tool, 

indicating for each one if it has succeeded, failed or raised a warning; the component of the signature on 

which the check has been performed; the actual check performed and additional information whenever 

necessary. This is the document presented by the tool when the user selects the "Full Report" link in the 

"Signature Reports view" frame. Figure 5 shows an example of part of the contents of this file. Success 

reports have their first column cells coloured in green, failure reports have their first column cells 

coloured in red, warning reports have their first column cells coloured in yellow, and run exception 

reports have their first column cells coloured in blue. Each report includes an indication of the precise 

component on which the check has been performed and the code of the check performed. The reports 

also provide, whenever is necessary, additional details on the check performed. 
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Figure 5: View of file "fullreport.html" corresponding to one CAdES signature. 

 File " errorsandwarnings.html" : This is a document similar to the former one except for the fact that it 

only reports the checks that have failed or raised a warning. This is the document presented by the tool 

when the user selects the "Errors and Warnings" link in the "Signature Reports view" frame. Figure 6 

shows an example of the contents of this document. 


