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Abstract

This documenprovides a high level overvievef the ASiC baseline ana@dditionalASiC containersonformance
testingtool. This documat also highliglts its most relevant function$his tool has been deployed at the ETSI Portal
on Electronic Signatures, and used by participants iA8i€ remote PlugtesE e v e nt 24t March261d, o n
organized and supported by ETSI CTI (CentreTfesting and Interoperability).
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1 Introduction

In arswer to the European Commission Mandate 460 on Electronic Signatures Standardizatiaestgréd and
develomda set of tools for automatidytesting conformance dafigital signaturesind associated packagegainst the
following technical specifications:

9 EN 319 122 parts 1 and 2: CAdES core specification and baseline profile respectively

9 EN 319 132 parts 1 and 2: XAdES core specificatind baseline profile respectively

9 EN 319 142 parts 2, 3, 4, and 7: PAJES basic, BES and EPES, LTV, and baseline profiles respectively
91 EN 319 162 parts 1 and 2: ASIC core specification and baseline profile respectively

This document provides a high leveleoview of theASiC baseline ana@dditionalASiC containersonformance
testing tool in itfinal status, and also highlights its most relevant functi®hss tool has been developed in Java
language

The tool is available dtttp://signaturegsonformancechecker.etsi.org/pub/index.shtml

2 References

[1] ETSI EN 319 82 Part 1: "Electronic Signatures and Infrastructures (E&i3pciated Signature
Containers (ASIC) Part 1: building blocks andSiC baselinecontainer$

[2] ETSI EN 319 B2 Part 2: "Electronic Signates and Infrastructures (ESBssociated Signature

Containers (ASiC)Part 2:Additional ASiC container$
[3] ACAdES basexehdediaAdB&8dsi gnatures Conformance Test
[4] AiXAdES baseline and extended XAdES signatures
[5] Bruce Eckelf Thi nking in Patternso

3 ASIC conformance testing tool user guide

3.1 Running the tool

This clauseshows how to use th&SiC conformance testing togASiC conformance checker &SiCCC will also be
used hereinafter)

For running the tol the following command has to be called:

javai jar ASiCConformanceCheckéiin <inputFile>-outFolder <outputFolderstmpFolder <tmpFolder>isASiC -
testSpec <referen8&iCSpecification>

Where
<inputFile> contains the pathname of the file containirgX8iC container

<outputFolder> is the pathname of the folder where the results will be generated. If the folder does nottexikt, the
will try to generatd.

<tmpFolder> is the pathname of the folder where the ASiC conforriasting tool unzips theontents of the
container for gaining access to all its components.

ETSI
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< referenc@SiCSpecificatior> identifies the ETSI
specification against which tH&SiC containeras to be tested. At present the tool admits the following values:

"EN31936201v010100 for testingASiC containersagainstASiC baselinecontainersas specified within ETSI EN 319
162 Part 1[1] v1.1.1.

"EN31936202v010100 for testingASiC containersagainstASiC additionalcontainersas specified whin ETSI EN
319 162 Part 2] v1.1.1.

3.2 Results generated

If the tool successfully finalizes its work it generates a framework of folders and html files within the folder whose
pathname has been passed in gotRolder> argument (output folder hereinafter in the present clause).

Figurel shows the contents of the output folder generated b€ conformanceesting tool whermn ASIC
containercontainstwo detached XAdES signatures

Nombre ~  Fecha de modificacién Tamafio Clase k
[—
> !
€ index.himl 21 jun 2016 15:38 1KB HTML...cument f
& initial-reports-frame.html 21 jun 2016 15:38 873 bytes HTML...cument
€ presentation-page.html 21 jun 2016 15:38 3 KB HTML...cument
© signatures-list-frame.html 21jun 2016 15:38 2KB HTML...cument
¥ [ XAdES_sig[1]_in_signatures.xml| hoy 18:20 = Carpeta
>
€ all-reports-frame.html 27 jun 2016 15:38 1KB HTML...cument
v [ docs 21 jun 2016 15:38 == Carpeta
>
€ ContentDetails.html 21 jun 2016 15:38 11 KB HTML...cument
® errorsandwarnings.html 21 jun 2016 15:38 5 KB HTML...cument
€ fullreport.htmi 21 jun 2016 15:38 92 KB HTML...cument
€ mssgimprintsdetails.html 27 jun 2016 15:38 39 KB HTML...cument
xmirawoutput.xmil 21 jun 2016 15:38 86 KB XML File
xmirawoutputashtml.xml 21 jun 2016 15:38 86 KB XML File
¥ [ XAdES_sig[2]_in_signatures.xml| hoy 18:20 = Carpeta
>
& all-reports-frame.html 21 jun 2016 15:38 1KB HTML...cument
¥ [ docs 21 jun 2016 15:38 == Carpeta
>
€ ContentDetails.html 21 jun 2016 15:38 11 KB HTML...cument
® errorsandwarnings.htmil 21 jun 2016 15:38 5 KB HTML...cument
& fullreport.htmil 21 jun 2016 15:38 92 KB HTML...cument
& mssgimprintsdetails.html 21 jun 2016 15:38 39 KB HTML...cument
xmirawoutput.xml 21 jun 2016 15:38 86 KB XML File
xmirawoutputashtml.xml 21 jun 2016 15:38 86 KB XML File

Figure 1: An example of contents of output folder generated by ASiC conformance testing tool

Within the output folder the followinglements willappear:

1) File "index.html": This is the page th#he user of the tool needs to open in the web browser for inspecting
the resultsFigure2 shows an example of the document after being opened with a web brivwhews an
html page with three frames.

The uppe left frame(named'XML Input File Overview) contains a list of links to different groups of
reports. Each report group corresponds to ortheddetached signatures and/or tistamp tokens
present within the ASIC container. The names of the links aja@the names of the files where the
signatures are present

The central frame, whendghindex.html is openecbntains a presentation of the tool.

The lower left frame (hamébignature Reportsvielw , i ni ti ally contains
sekcted this frame will show links to its reports).
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| XML nput rieoveniew! - ASIC Conformance Checker for ETSI EN 319 162-1
Back to Presentation Page Vel‘SiOIl 1 .1 .1

e

T

Signatures tested

XAdES sig[1] in signatures. Tool version: 1.0

XAdES sig[?] in signatures.

This tool tests conformance of ASiC containers against ETSI EN 319 162-1: “Associated Signature
Containers (ASiC); Part 1: Building blocks and ASiC baseline containers” version 1.1.1.

This tool has been designed and implemented by Juan Carlos Cruellas (Universidad Politécnica de
Signature Reports view | Catalufia).

It has been carried out as part of the tasks performed by the ETSI STF-459: "on Rationalised Framework
When a signature is for electronic signatures standards; Priority Activities relating to Testing Compliance & Interoperability and
selected this frame will show | Trust Applications Service Provider" (SA/ETSI/ENTR/460/2012-10 - Phase 2c Part B), funded by the

links to its reports European Comission.

STF-459 is part of the work carried out under the Mandate M/460 for defining and implementing a
Rationalised Framework for European Standards of Electronic Signatures.

More details on the team, mission and performed work by the STF-459 may be found at the following URL:
http://portal.etsi.org/STFs/STF HomePages/STF459/STF459.asp

For any comment and/or suggestion on the tool, please contact Juan Carlos Cruellas at the following email
address: cruellas@ac.upc.edu.

Figure 2: File "index.html" viewed in a web browser.

2) File "signatureslist-frame.html" : This is the file whose contents appear at')IL Input File Overview
frame mentioed aboveThis frame includes a list of links to thesults corresponding to easignature and
time-stamp token incorporated into the ASIC contaifggure2 showsone link for each XAdES detached
signature preent within the ASIC container.

3) File "presentation-page.html': This is the file whose contents appear at central frame mentioned above.

4) File "initial -reports-frame.html" : This is the file whose contents appear at'@ignature Reports viéw
frame mentiord aboveWhen one of the links found in tHXML Input File Overview frame, pointing to the
different XAdES signatures within th&XAdES structure is selected, then this frame shows a list of links each
one pointing to a specific report. Each report shdifferent aspects of the results obtained byAB&C
conformanceesting toolsas explained belovicigure3 Shows an example of what is shown by the web
br owser afXAdES sig[l) e signatregxm@ i s sel ect ed HRigare2z he page st
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X nputFlle overview | ASTC Conformance Checker for ETSI EN 319 162-1
Back to Presentation Page VerSiOIl 1 .1 .1

S U —

|
; Signatures tested

: XAdES sig[1] in signatures.xml Tool version: 1.0

| XAdES sig[2] in signatures.xml

|

; This tool tests conformance of ASiC containers against ETSI EN 319 162-1: “Associated Signature
| Containers (ASiC); Part 1: Building blocks and ASiC baseline containers” version 1.1.1.
)

All Reports This tool has been designed and implemented by Juan Carlos Cruellas (Universidad Politécnica de
i Catalufia).
|
| XML Raw Output It has been carried out as part of the tasks performed by the ETSI STF-459: "on Rationalised
| Errors and Warnings Framework for electronic signatures standards; Priority Activities relating to Testing Compliance &
| Full Report Interoperability and Trust Applications Service Provider" (SA/ETSI/ENTR/460/2012-10 - Phase 2c
| Content Details Part B), funded by the European Comission.

| Trace on Message Imprints
1

STF-459 is part of the work carried out under the Mandate M/460 for defining and implementing a
| Rationalised Framework for European Standards of Electronic Signatures.

More details on the team, mission and performed work by the STF-459 may be found at the following
URL:

http://portal.etsi.org/STFs/STF_HomePages/STF459/STF459.asp

For any comment and/or suggestion on the tool, please contact Juan Carlos Cruellas at the following
email address: cruellas@ac.upc.edu.

Figure 3: View of file "index.htmI" after selectingt he | i k n-SignatArd-E & the "XML Input File
Overview" frame.

5) Oneor more folders with name" (C/X)AdES_sig[<i>]_in_<filename>" (i has integer values starting in 1):
One folder per eagher (C/X)AdES signatureEach folder will contain the following elements:

File " all-reports-frame.html" : This page contains links to theffdrent reports generated by the tool (5
reports for{C/X)AdES signatures). Its contents appear within"ignature Reports viéWirame once

the user selects on of the links in theéML Input File Overview frame.More specifically it contains the
following links: "XML Raw Output”, "Full Report", "Errors and Warnings", "Content Details", and
"Trace on Message Imprints". Each one is pointing to one of the documents that report on different
aspects of the checks run. Contents of folder "docs " below prdetdded information on these reports.

Folder " docs': This folder contains the reports generated by the toah&({C/X)AdES signature:

File "xmlrawoutputxml": This is the XML file that the default reporter generates

File "xmlrawoutputashtml .xml": This is the former file suitably modified for being correctly presented
by most of the web browsers. This is the document presented by the tool when the user s&l@dts the
Raw Outputink in the "Signature Reports view" framgigure4 shows an example of part of its
contents for on&XAdES signatureln this figure and in all the subsequent onasie of the data

identifying the generator of the signature or the issuer of a certifieate been occudt or changedor
preserving thig anonymiyy whenever it has been required

Figure 4: View of file "xmlrawoutputashtml.xml" corresponding to one XAdES signature.
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File " fullreport.html " : This is a document

that reports on athe checks performed by the tool, indicating for each one if it has succeeded, failed or
raised a warning; the component of the signature on which the check has been performed; the actual
check performed and additional information whenever necessaryisthesdocument presented by the

tool when the user selects thHeull Report"link in the"Signature Reports viéWrame.Figure5 shows

an example of part of the contents of this feiccess reports hatleeir first column cells coloured in

green, failure reports have their first column cells coloured in red, warning reports have their first column
cells coloured in yellow, and run exception reports have their first column cells coloured in blue. Each
repat includes an indication of the precise component on which the check has been performed and the
code of the check performed. The reports also provide, whenever is necessary, additional details on the
check performed

¥
Full Report
This page shows all the individual tests reports generated by the XAdES Baselihe Profile Conformance Checker Tool.
‘ Full Report
| Tested Element and Test
Result |T1/VI -
| Test Result Details
1. Tool |L0cat1‘onf{CodeTest}‘.KeyInfof{InstancesNu mber}
Success |Instance5 specified: 1. Instances found: 1
2. Tool |L0cat1‘onf{CodeTest}‘.KeyInfof{ChecklfSignerCer‘tIsInKeyInfo}
Success L
g' Tool |L0cat1‘onf{CodeTest}‘.KeyInfofXSUBData[l]fXSDBCertiﬁcate[l]f{MustBeBase&-’l}
uccess h
g' Tool |L0cat1‘onf{CodeTest}‘.KeyInfofXSOQData[l]fXSO‘BCertiﬁcate[l]f {CheckEncapsulatesX509Certificate}
uccess h
g- Tool |L0cat1‘on—{CodeTest}‘.KeyInfofXSOQData[1]fX509Certiﬁcate[2]-{MustBeBase&‘l}
uccess h
g- Tool |L0cat1‘on—{CodeTest}‘.KeyInfofXSOQData[l]fXSOQCertiﬁcate[Z]— {CheckEncapsulatesX509Certificate}
uccess h
;- Tool |L0cat1‘on—{CodeTest}‘.KeyInfofXSOQData[1]fX509Certiﬁcate[3]-{MustBeBase&‘l}
uccess h
g- Tool |L0cat1‘on—{CodeTest}‘.KeyInfofXSOQData[l]fXSOQCertiﬁcate[S]— {CheckEncapsulatesX509Certificate}
uccess h
g- Tool |L0cat1‘on—{CodeTest}‘.KeyInfofXSOQData[1]fX509Certiﬁcate[4]-{MustBeBase&‘l}
uccess h
éo- Tool |L0cat1‘on—{CodeTest}‘.KeyInfofXSOQData[1]fX509Certiﬁcate[4]— {CheckEncapsulatesX509Certificate}
uccess L
11. Tool |L0cat1‘onf{CodeTest}‘.Qua\ifyingPropertiesf{Insta ncesNumber}
Success |Instance5 specified: 1. Instances found: 1
|L0cation-{CodeTest}'.Qua\ifyingProperties—{CheckDetai\sOnChiIdren}
12. Children order and number DO MATCH specification.
Success jec
Specification: xadesv132:SignedProperties, xadesv132:UnsignedProperties?
Elements found: xadesv132:SignedProperties, xadesv132:UnsignedProperties
13, Tool |L0cat1‘on—{CodeTest}‘.Qua\ifvingProperties—{CheckIfNoOtherAttrw‘butes}
Success |Allcwed attributes: Target,Id . Present attributes:
14. Tool |L0cat1‘onf{CodeTest}‘.Qua\ifyingPropertiesf@Targetf{InstancesNumber}
Success |Instance5 specified: 1. Instances found: 1
15, Tool |L0caﬁon-{C0deTest}'.Qua\ihjingPropertieSf@Id-{lnstancesNumber}
00
Success |Ir|star|ces specified: 0..1. Instances found: 0
16. Tool |L0cat1‘cn-{CodeTest}‘.Sig nedProperties-{InstancesNumber}
00
Success [instances specified: 1. Instances found: 1
17. Tool |Locat1‘on—{CodeTest}‘.Sig nedProperties-{CheckIfNoOtherAttributes}
Success [Allowed attributes: Id . Present attributes:
18. Tool |L0cat1‘on—{CodeTest}‘.Sig nedProperties/@1d-{InstancesNumber}
- Success ified: 0.1, Instances found: 1

Figure 5: View of file "fullreport.htm|" corresponding to one XAdES signature.

File " errorsandwarnings.html" : This is a document similar to the former one except for the fact that it
only reports the checks that have failed or raised a warning. This is theeutcpresented by the tool
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Warnings'link in the"Signature Reports viéWrame.Figure6 shows an example of the contents of this

document

Figure 6: View of file "errorsandwarnings.html" after selecting one of the XAdES signatures in the
"XML Input File Overview" frame.

File " ContentDetails.html": This is a document that provides details of the PKI data found within the
XAdES signaturg, namely: X509 certificates, X509 attribute certificates, CRLs, OCSP responses, and
time-stamp tokensThis is the document presented by the tool when the user selet@otitent

Details"link in the"Signature Reports viéWrame.Figure7 shows an example of the appearance of this
file in a web browser. Each type of PKI data have a different calietails ofX509 certificatesand

attribute certificates are shown in blue rows, tisteémp tokens arédnewn in pink rows, and details of
revocation data (CRLs and OCSP responses are shown in green rows).

Signature Content Details

This page provides details of the elements an PKI data present in the signature

| Signature Content Details

| Element | Field | Value
[issuer [c=FR,0=ETSI,0U=Plugtests_2013-2014,CN=RootCAOK
[serialNumber [7961443990497547837
KeyInfo/X509Data[1)/X509Certificate[1] [Subject [C=FR,0=ETSI,0U=Plugtests_2013-2014,CN=R00tCAOK
[NctBefore [Wed Nov 13 02:13:08 CET 2013
[NotAfter [Mon Nov 13 02:13:08 CET 2017
[issuer [C=FR,0=ETSI,0U=Plugtests_2013-2014,CN=RootCAOK

[seriaiNumber

|4751039727743 148396

KeyInfo/X509Data[2]/X509Certificate[2] [Subject [C=FR,0=ETSI,0U=Plugtests_2013-2014,CN=LevelACAOK
[NotBefore [Wed Nov 13 02:13:16 CET 2013
[NotAfter [Sun Nov 13 02:13:16 CET 2016
[issuer [C=FR,0=ETSI,0U=Plugtests_2013-2014,CN=LevelACAOK

[seriainumber

|2149705798 169604440

KeyInfo/X509Data[3]/X509Certificate[3] [Subject [C=FR,0=ETSI,0U=Plugtests_2013-2014,CN=LevelBCAOK
[NotBefore [Wed Nov 13 02:13:24 CET 2013
[NotAfter [Fri Nov 13 02:13:24 CET 2015
[issuer [c=FR,0=ETSI,0U=Plugtests_2013-2014,CN=LevelBCAOK
[seriainumber [640174176271878
KeyInfo/X509Data[4]/X509Certificate[4] [Subject s e - -
[NotBefore [Thu Mar 27 12:28:04 CET 2014
[NotAfter [Fri Mar 27 12:28:04 CET 2015
sid.Issuer [C=FR,0=ETSI,0U=Plugtests_2013-2014,CN=R00tCAOK
[sid.SerialNumber [468690769505377
lgenTime [Fri Apr 11 18:07:29 CEST 2014
faccuracy.seconds 1
: _ . [accuracy.mileseconds 1
SignatureTimeStamp[1]/EncapsulatedTimeStamp[1] |aocuracy.micmseconds |1
fordering [false
[policy [1.3.6.1.4.1.2706.2.2.5.2.1.1.1
[serialNumber [13972324494374199
[nonce [10110252071476312079
[issuer [C=FR,0=ETSI,0U=Plugtests_2013-2014,CN=R00tCAOK
. . [SerialNumber [7961443990497547837
f&i’:i;”c':;iﬂfsm’“pm" EncapsulatedTimeStamp[1] g ot [C=FR,0=ETSI,0U=Plugtests_2013-2014,CN=RootCAOK
[NotBefore [Wed Nov 13 02:13:08 CET 2013
[Notafter [Mon Nov 13 02:13:08 CET 2017
[issuer [C=FR,0=ETSI,0U=Plugtests_2013-2014,CN=R0OtCAOK
. _ . [SerialNumber [468690769505377
f&i‘:;ﬁg;‘gfsump[w EncapsulatedTimeStampl1] g ot [C=FR,0=ETSI,0U=Plugtests_2013-2014,CN=TSA
[NotBefore [Fri Nov 29 14:42:51 CET 2013
[Notafter [Ssun Nov 29 14:42:51 CET 2015
[issuer [C=FR,0=ETSI,0U=Plugtests_2013-2014,CN=R0OtCAOK

[SerialNumber

|796 1443990497547837

| ICertificateValues(11/EncansulatedX509Certificatel 1] [Subiect

(C=FR.O=ETS] OU=Pctests 2013-2014 CN=RoofCAOK
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Figure 7: View of file "ContentDetails.html"
corresponding to one XAdES signature.

A File "mssgimprintsdetails.html': This is a document that provides, for each tistemp token
found in thePAdES signature, the trace of every component of the signature that is concatenated
for obtaining the input to the computation of the message imprint that should have been sent to the
Time Stamp Authority. This page iormallyused by implementers for debugging their own tools
if the tool reports any problem with the message imprint verification of anydiamap token,
which has proved to be a relevant interoperability issuthe case fthe CMS/CAdES signature
that is encapsulated within the Signature PDF dictionary, this page presents this trace only for
signaturetime-stamp attributébecause no other attributes encapsulating-stamp tokens are
allowed.

Figure 8: View of file "mssgimprintsdetails.html" corresponding to the time-stamp.
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